
Detecting  
Social Engineering Emails



Figure 1: Traditional email attack using infected attachment

Email-borne threats are changing from 
file and l ink-based malware to socially 
engineered attacks. Detection solutions 
must adapt to remain effective. 

Traditionally, attackers use email to deliver malware 
either directly via an infected attachment, or indirectly 
via a link to a website containing a malicious download 
(Figure 1). A variety of cyber security defences detect and 
block against these types of attack. These include:

• Signature-based detection, looking for specific 
patterns indicating known malware

• Sandboxing technologies, simulating end user 
environments to trigger malicious behaviour in a 
controlled environment`

• URL scanning, to probe websites for destructive 
content before they are visited

These defences continue to protect against email-borne 
malware and malicious links.
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Most cyber attacks and frauds rely on deceiving an 
insider into helping them – more often than not, by 
tricking a user into clicking on a link in a phishing email. 
Defences have evolved to take into this into account, 
with sandboxing, URL checking and so forth. But while 
attackers still send file and URL-based malware via 
email, they are increasingly moving towards using social 
engineering techniques to exploit human vulnerabilities. 
This certainly isn’t a new threat, but it’s one that has been 
given new urgency by the change in attacker behaviour.

Modern social engineering attacks are often referred to as 
whaling emails, CEO fraud or business email compromise 
and involve persuading the recipient to take actions such 
as making fraudulent payments to apparently legitimate 
suppliers or sending out confidential information about 
employees or the business to unauthorised parties.

These emails could be spoofed to look like they were sent 
by a senior executive within the company, or could be 
claiming to be from a known vendor asking for payment 
(Figure 2).

The FBI estimates  that companies have lost $5 billion 
through social engineering attacks between October 2013 
and December 2016.  These attacks include several high 
profile companies, including a IT equipment manufacturer 
and an aircraft parts supplier.

  https://www.ic3.gov/media/2017/170504.aspx

The New Old Threat  
- Social Engineering

Figure 2: Email sent from a similar domain “Waccines.com” instead of “VVaccines.com”
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Challenges of   
Social Engineering Attacks

No Malware to Detect

Typically, a social engineering attack involves the 
attacker pretending to be an executive from the 
company asking for personal information, tax 
return details or requesting that funds be wired to a 
particular account. These business email compromise 
attacks do not contain any attachments or URLs and 
therefore have no potentially malicious programs to 
analyse, resulting in traditional malware detection 
engines not being able to detect the attack. Also, 
because they are low volume, spam engines do not 
flag them as suspicious.  

Highly Tailored Messaging

To ensure the maximum chance of success of an 
email request, attackers use information from social 
networks such as LinkedIn, Facebook and Twitter 
to create a believable message. This could involve 
understanding report structures within a company, 
finding out when executives are on holiday or 
determining lists of company suppliers.

Using this information, they can create messages 
that sound more believable to the email recipient 
as the information is familiar to them. This very 
often results in targets such as human resources or 
accounting departments acting on them as they do 
not regard them as suspicious. 

Emotional Content

As well as highly tailored emails, the attackers write 
messages so that they create a sense of urgency, 
importance and secrecy. This type of language 
puts the recipient put under pressure to respond, 
while keeping any transactions a secret due to 
their supposed sensitive nature. By the time the 
transactions are discovered by others as being 
fraudulent, it is often too late as the recipient has 
carried out the attacker’s instructions.
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Figure 3: Colour-coded banner showing risk factors for email

While end user training can help to reduce the number 
of social engineering attacks that are successful, it is still 
possible for some to succeed due to:

• Well researched background information used by 
attackers

• Email spoofing that is difficult to detect by end-users 
due to advanced techniques 

• Recipients eager to prove their worth within the 
company by doing a good job for senior managers

• An overworked recipient not able to pause to consider 
the validity of the email

To overcome the weaknesses of relying on end-users to 
examine every email and detect social engineering attacks, 
BAE Systems analyses a wide variety of parameters with 
continuous machine learning to build up an understanding 
of the unique email patterns within the organisation.

Analysed parameters relate to authentication, domain 
reputation, message headers and contextual indicators to 
determine factors such as:

• Inconsistent sending history as the first email sent to 
domain from this sender

• Display name abuse where the name of a VIP within 
the organisation has been used from a personal email 
domain

• Contextual indicators in the subject or body of the 
email

• No domain authentication for the domain sending the 
email

• Spoofed domain names which look similar to the 
company’s actual domain

The system uses this combination of behavioural analytics 
and anomaly recognition to determine a trust score 
for each email. Administrators can use the level of risk 
associated with the trust score to quarantine messages 
that are likely to be malicious. Whether or not messages 
are quarantined, the level of risk associated with each 
trust score shows as a highly visible colour coded banner 
within each email message indicating the factors that have 
been determined as potential risks. The user can quickly 
determine whether they should consider the email as safe 
or potentially malicious.

Preventing Social 
Engineering Attacks

8 www.baesystems.com/businessdefence



Summary
Email-borne cybersecurity threats historically came 
exclusively from malware delivered via infected 
attachments or malicious web links.

Many of today’s threats use social engineering 
emails that rely on exploiting human weaknesses to 
achieve the criminal’s goals. These emails encourage 
employees to perform actions such as sending out 
confidential information or paying fake invoices.

As a result of traditional email security protection 
not being able to detect these threats and end-users 
not having the time or experience to examine them 
closely, a different approach is needed to defend 
against these newer threats.

Social Engineering Protection from BAE Systems 
detects malicious emails that contain no infected 
files or malicious links using machine learning to 
build up a model of regular email communications 
within the company. If a social engineering email is 
detected, administrators can choose to have emails  
immediately quarantined, in addition whether 
or not messages are quarantined, the end-user is 
alerted using an in-email banner to warn them that 
it may be suspicious.
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We are BAE Systems

At BAE Systems, we provide some of the world’s most 
advanced technology defence, aerospace and security 
solutions.

We employ a skilled workforce of 82,500 people in 
over 40 countries. Working with customers and local 
partners, our products and services deliver military 
capability, protect people and national security, and 
keep critical information and infrastructure secure.

Cyber Incident Response

Certified Service
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